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TT=E Endpoint IP pmsa FQDN  |[FHF HILXEL  |Last Blocked &Lk EEESINESS Attack Technique Attacker's IP  [Targeted IP
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Bitdefender e Trok ; @
ERATOHG CVImwW.exe Threat Analysis:Trojan (sality) Sandbox Analyzer
= ary s, and Adarts | D Mitre T System Changes | Files | Network Overviaw | Network Detalls | Timefine | Graph | Chronology | 10l | Screenshots
SUMMARY SUBMISSION DETAILS
Threat Analysis: B omwere a
Filerame T ENE
Threal Actor: Turla
Also known as: fron Hunter, Sig23, Waterbug, Vienomous Bear, Group 85, PACIFIERAPT, Krypton, CTG-8875, Pacifier, Sig1 Command Ling PROFILE % ovwmicadsicumm.exe
L“j Sig2. Sigd. 13, Sig15. Sigd3. Secrat Bllzzand, Pensive Ursa
Tesget counines; -‘ --_--I mEE el =411 File Type PE [execuable]
EBEEDCE=IMEHE -
-_—— =] —
—— =0OE™:= - ik 035 byt
Target seciors: Defense, Education. Erergy, Forsign Affairs. Government, High-Tech. Media. Military, NGOs, Pharmaceutical
Research, Retail
Threat: Trojan OS5 d6T85hECH510badbMtIad5 1 Sfedbe TE
Family: sality Confidence: madium
Severily: 05 SHA1 e Td00BEEAT 30T CeBeAT TUBISOIIS4500543ecT
Description: Since 2004, Turla, & Russia-based threat groap, has infected victims in over 45 countries aoross a varety of sectors, Encluding government, embassies
military, education, scence, and pharmacestical rme. Turla s notorious Tor spear-phishing and waterdng hoke altacks, mastly targeting Windows computers bul also = T A
macOSs and Linux machines. The group, primardly imerested in information (haf and espionage, has remained active through e years:
The sampse wiites additional files on the system, which may be used In vanous ways, Including ensuring persistence. The new fles can be execulables that continue the =3 b 15766421000 TP i A7HOB5 1681 det &

samnle's artinns or storapeinnfinnratinn fies thal boid vishle information for fhe samnle Kot oty that e saminla mmestes or 1585 A0 iNfRr-nmcess. crmmamicatinng SHAS12 abaB3cedB 877804b7dB54 02
Copy MD5 Copy SHA2SE" Wiaw In VirusTotal

CRG32 B4A3IGET
FILE INFO
Submizsion Time: 02 Aug 2024, 06 17:54
Document sumimary
Analysis Time 465m
PE Info
-
Section count 1
Machine 1386
Subsystem WINDOWS GUI

Irmport count 3
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GravityZone cYmw.exe Threat Analysis:Trojan (sality)

Sumemary Detections and Alerts Description Mire Technigues System Changes Files Network Overview heetwark Dedalls Timeling Graph Chronslogy ([ & Screenshots

GRAPH

) in o out

B Show replaced fies
B Show moved files

B Stiow copled Nes

B Show wiitlen files

B Show deleled fies

B Show exdiiirated fies
B Show connections

B Show deleted regisines
B Show writhen regisines

B Show deleled registry values B s
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(#%) Sandbox Analyzer

« Click on some node from the Graph View
window to see some iInformation about It

= Use "CTRL + Scroll* on Graph View window to
Zoorm in of cul
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« XFEF&RIXSyslog

« XFEFRIEWIndows, Linux, macOSHY
EDREEFIGHIE: RZAER, XY, #
2, W, TR, RHRGRSIEE

« XIFERAISIEMEEEERL:

 IBM QRadar

* Splunk

* Azure Sentinel

« Z#5Syslog (Json) KiXEEEDRIFEIAEL
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SOC & SIEM £

r
=T RN Y ene Bitdefender GravityZone x B 2% splunk 9.2 ® Bitdefender GravityZone x| +
- THE&IXESyslog ® - e |
« C A F%EZ | splunk.bdstore.com.cn:8000/zh-CNjapp/search/search?q=search20source%30"http%3Ahuatai%20(index%3D"main")%20sourcetype%30"_json"&display.. ¥ [0 &
ETERN . . B{F (13,323) B/ HIHER AR
o THEAIEWIndows, Linux, macOSHEY
BEFEGHES . R

EDREERIAEIRE: RAEER, X4, # a
2, W, IR, IRAURARIER MR- sm% w207 [z 545678 78

<RETES smesn 2 HA Wi

N N I > 2324 (-1
° SIZ;%I;};'EEQSEM\ 'ﬁ%ﬁz: BETR 14:17:35.000 bytes_written:

i host 1 it - - "
company_id: 65449e714dd96136bfenf2342

a source = :
X i cte_version: 2.11.7.3
o sourcetype Z
datetime: 1782534653884
+ IBM QRadar ey ‘
entropy: @
BNENTR ¥

event_name: file_modify
# bytes_read 1004 :
event_version: 1

: any_id 1 i
® Splunk ERATE =, extra_keys: [ [+
a ctc_wersion 2 ]
# datetime 100+
extra_values: [ [+]
# entropy 100+

« Azure Sentinel v M, 1

hardware_id:

SFO4C-2C54-11B2-AB5C-EQ1574BAGBI 9-E4AAEABACIFT
ft event_version 1

i is_remote;: @
a hardware_id 1

. ﬂ%sySIOg (Json) :g“\g ﬁEEDRJ?JZE’%Z s E;I:‘!i'-e_name: DESKTOP-629RHIC

# is_remote 2 i .
os5_family: windows
# linecount 1
os_platform: x64

TREISIEM, FRE{HASEELSIEM il os_type: client

a
famiity 1 os_version: Windows 11
a os_fami 5 3
i path: c:h\usersi\huatai‘appdata\reaminghcorplink\dawncache\data_1
a os_platform 1 A
q pid: 3744
a os_type 2 2 7
i process_md5: 9c213154e87753804dc4bdT36 cd] 741
a os_version 1 ain A 5
process_path: c:‘\program files\corplinksvclienth\corplink.exes
a path 100+

X precess_sha: 955e8542eecdd3Td18553c2e43F59935%942914877613988058e66adfeal BDA914
L # pid 100+ o . S
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Birtderender.

Support Center & S COMPANY  BLOG  SUPPQ

ON PREMISES SOLUTIONS / public API

Welcome to GravityZone PUb I iC API

Release notes

Getting started Introduction
FAQ
Bitdefender Control Canter APls allow developers to automate business workflows.

Installation
The APls are exposed using specified.

Inventory management
Aied Each AP| call targets a method and passes a set of parameters

Security management There are two types of parameters:

Security monitoring * required - MUST b
Platforrn management * optional — has a de | ] I optional parameter can be skipped t sition in the p

Integrations

API| requests

Remaoval

Mégraliun &5 as payload. HTTP POST method MUST be used for each API call. Also, it is required that

Agents operation

Public API
o] e wey s lir 2 e [N 1t requeast

g thie number of seconds left until you

Control Center exposes Itiple APls targeting distir i . - area. The base URL
for all APls is thar ne hos 3, domain or [P wi ) . To obtain the full URL of the AP, add the

APl name to the be
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Bitdefender 25X TIERFRISRIF, BEBSCATIRIEFHMRIPIRS, RFSOFENANITIIMY., GEAFRRTEZE
BER ST, HEESMERISCADARFIHITER., Y HFlinux 6. X&win server 2008%:E R4t, W HARMF 4 %% Klinux

RATHC

Supported Linux Legacy Distributions

Distro

RHEL 6.10
Cent0S 6.10
Oracle Linux 6.10 UEK

Amazon Linux v1 2018.03

Ubuntu 14.04 LTS

Ubuntu 16.04.x

Architecture
RPM-based

32-bit, 64-bit

32-bit, 64-bit
64-bit
64-bit

Debian-based
32-bit, 64-bit

32-bit, 64-bit

Kernel Versions

2.6.32-754
2.6.32-754
4.1.12-124

414.x

4.4

415
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Guest Introspection Driv Guest Introspection Drive

ESXi HYPERVISOR ESXi HYPERVISOR
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SIKTRERAYEPP BnfE1E99.5%+ I AV-Test 2023FE HiEFRP+&E4EE
I RRRHAEFNRELE99.5% + IR, NIBEMEZSHNARTIFR

BEST PROTECTION BEST PERFORMANCE

Bitdefender Bitdefender
Endpoint Security (Ultra) Endpoint Security

BEST PROTECTION BEST PROTECTION BEST PROTECTION

Bitdefender Bitdefender Bitdefender
Endpoint Security (Ultra) Endpoint Security (Ultra) Endpoint Security (Ultra)

https://www.av-test.org/en/news/av-test-awards-2023-shining-the-spotlight-on-the-best-it-security/




Bitdefender.
AV-Test 2024 FF2H &K% 100% EhEmEHIF

Protecting companies from ransomware and data stealers AMTEST
Advanced Threat Protection-Test i

PROTECTION

ADVANCED

WINDOWS

AV-TEST Detected attacks Protection score

s il Frofuct Certificate (max. 10) (max. 30 pts)

AhnLab AhnLab V3 Endpoint Security
Avast Avast Ultimate Business Security
Bitdefender Bitdefender Endpoint Security
Bitdefender Bitdefender Endpoint Security Ultra
Check Point Check Point Endpoint Security

Kaspersky Kaspersky Endpoint Security

(7]
=
o
=
=
=
%)
(7o
L
=
7]
=
(=51

Kaspersky Kaspersky Small Office Security
Rapid7 RapidT

Seqrite Seqrite Endpoint Security

Symantec Symantec Endpoint Security Complete
Trellix Trellix Endpoint Security

VMware VMware Carbon Black Cloud

Microsoft Microsoft Defender Antivirus (Enterprise)

AV-TEST December 2023 www.av-test.org

BEETEIRS: https://www.av-test.org/en/news/more-protection-against-encryption-and-data-theft/
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AV-Test 2024 MacOS Ventura 13.6 M4

Security solutions for consumers and corporate users AVTEST
Detection of malware under MacOS Ventura 13.6 ety it

100.0%

AVG AntiVirus ) 100.0%

Bitgelender Antivirus for Mac 100.0%
Kaspersky Plus

Norton 360

Trend Micro Antivirus 9990 ..-'
F-Secure Total 99.6%

Avira Security 99.5%

MACOS VENTURA

= =
F (=1
=
=

Business user

Acronis Cyber Protect 100.0%

Bitdefender Endpoint Security for Mac
‘Symantec Endpoint Prote ction
Sophos Endpoint 999%

Trend Micro Apex One 999%

Crowdstrike Falcon Sensor 99.8%

Trallix Endpoint Security

AV-TEST December 2023 www.av-test.org

BEIRS: https://www.av-test.org/en/news/security-solutions-for-macos-ventura-136-put-to-the-test/
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Malware Protection Performance Real-World Protection ATP Malware Protection Performance Real-World Protection

March 2023 April 2023 February-May 2023 Autumn 2023 September 2023 October 2023 July-October 2023

Kaspersky ok * ook *kk sk * k% i
bitdefender kK * ok kK ok * Kk *% % *okk |
AVEISt EE KK KX E 3 3 EE 3 3 * kR * k%
AVG EE 3 EE o & %k * %k * %k % * %k ok EE 3 ]
AVira *kk * Kk EE 3 * * kK * k% * %k %
ESET * ¥k % * %k * % * ¥ % EE T3 * %k *

G Data . * % & * & L . * % EE T3 * % L
McAfee EE 3 EE 3 3 k¥ EE T 3 * %k ®k ¥k
Norton * ok ok ok k * % * Kk EE XS * %k
TOtaIAV kK k% Xk ¥ * % X
Microsoft * * * %k EE T 3 * %k * %
Total Defense *% * 4k ' kK ' * ' *%
F_Secure Xk L] E 3 * % EE ]

K7 * ok * % * k% * %k
Panda xRk * * %% *
Trend Micro B * *% *

Product \ Outstanding Outstanding Outstanding
of the %ECI.&H SFECI.én %?S‘.'EE‘{
\ A\ Year /A rodauc roauc

comparatives 2023

comparatives 2019 comparatives 2020 comparatives 2021 comparatives



Bitdefender.
AV-Comparatives 2023 £ RV EL2FmillliF BcHREIEGF

PROTECTION RATE
Blocked User dependent Compromised [Blocked % + (User dependent False Alarms
%)/2]*
Bitdefender 503 = o 100% 2
Avast 903 = - 100% 3
Kaspersky 502 = 1 99.8% 1
CrowdStrike 902 - 1 99.8% 16
VIPRE 501 = 2 99.6% 2
ﬂ:’:::’so " 500 . 3 99.4% 3
G Data 498 = 5 99.0% 3
Trellix 495 4 4 98.8% 10
K7 495 - 8 98.4% 1
cisco 494 = 9 98.2% 7
WatchGuard 494 E 9 98.2% 21
ESET 493 = 10 98.0% 1
Sophos 491 4 8 98.0% 1
Cybereason 477 = 26 94.8% 7
VMware 467 = 36 92.8% 3

BEIRE: bttps://www.av-comparatives.org/tests/business-security-test-2023-august-november/
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Test scenarios
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 FPs  Score
Avast v v v v v ¥V X ¥ ¥ ¥ v Vv X ¥ ¥ N 13
Bitdefender v v v ¥ v Vv v v Vv ¥ ¥ ¥V X ¥ Y N 14
CrowdStrike v v v Vv Vv Vv Vv X X ¥ Vv X Vv Vv V¥ N 12
ESET v v v v v v v v X X Vv Vv v v v N 13
G Data v v X Vv v v Vv v X ¥V Vv Vv X Vv ¥ n 12
Kaspersky v v v v X v v X ¥ Vv v v v Vv v N 13
VIPRE v v X v X Vv Vv v v ¥ Vv ¥ X ¥ ¥ N« 12
VMware v v v v X ¥ Vv X X ¥ Vv Vv ¥ Vv ¢ N 12

BERS: https://www.av-comparatives.org/tests/advanced-threat-protection-test-2023-enterprise/
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Bitdefender.

Bitdefender

Scenario Detection

4
I
°
=]
It
1
I
a1
=
E

1- Initial Compromise

2 - Establish Initial Access
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5 - Lateral Movement to Domain Controller

6 - Preparation for Lateral Movement onto Second Host

7 - Lateral Movement to Second Workstation

8 - Credential Access on Admin Host

9- Lateral Movement to Linux Server ~ Linux

10 - Installation of Watering Hole ~ Linux
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Scenario Detection

Step Detection

1- Initial Compromise

2 - Establish Initial Access

3 - Discovery and Privilege Escalation
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4 - Persistence

5 - Lateral Movement to Domain Controller
6 - Preparation for Lateral Movement onto Second Host
7 - Lateral Movement to Second Workstation

8 - Credential Access on Admin Host

9 - Lateral Movement to Linux Server ~ Linux

10 - Installation of Watering Hole ~ Linux

TrellixX

Trellix

Scenario Detection

Step Detection

1- Initial Compromise

2 - Establish Initial Access

3 - Discovery and Privilege Escalation

5 - Lateral Movement to Domain Controller

6 - Preparation for Lateral Movement onto Second Host

7 - Lateral Movement to Second Workstation

8 - Credential Access on Admin Host

Linux

9 - Lateral Movement to Linux Server

10 - Installation of Watering Hole ~ Linux

https://attackevals.mitre-engenuity.org/results/enterprise?vendor=bitdefender&vendor=eset&vendor=trellix&evaluation=turla&scenario=1



Bitdefender.
Gartner 2023 imRLZEBNIFIR AMFAEHEEEHISPRTFRI] /3

2023 Gartner® Magic Quadrant™ for Endpoint Protection Platforms
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